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Abstract 
The need for security is, just after physiological needs, the second most important human need. All our life our daily activities 
happen in an environment that is not entirely safe. Threats of different types are our everyday reality. Also, professional activities 
pose the risk of sustaining injury, being  involved in an accident or contracting an occupational disease.  The analysis and 
assessment of professional risk is an important element in enterprise and security management systems. The necessity of risk 
analysis and assessment has been included in European Union legal Acts, which proves how important this problem is. In order 
to carry out professional risk assessment properly, knowledge concerning legislature, conditions of work, and the methodology of 
assessment in the assessed worksite are indispensable. 
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1. Introduction 
   Risk is inherent in all forms of human existence and actions. Human life and activities are conditioned by risk. 
Risk – its essence, definitions, classification, identification, arrangement, measurement and evaluation – is the focus 
of attention of many scientific disciplines related to finance, law, mathematics, statistics and security (Ronka – 
Chmielowiec, 2002).  
   The progress of knowledge and the development of state-of-the-art technologies contribute to a reduction of some 
types of risk, and, on the other hand, generate new forms of risk. Contemporary medicine makes it possible to 
reduce or eliminate the risk of premature death due to specific diseases. Experience enables us to limit the risk 
related to building constructions (their unreliability), technical parts and systems, i.e. the risk of the unreliable 
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functioning of more-or-less complex engineering systems. However, it should be noted that it is not always possible 
to include all the elements of systems and their environment, particularly due to the unpredictability of human 
behaviour.  
   Contemporary information and communication technologies are a particular source of risk. Some time ago 
information on the Millennium risk was widespread. From the time perspective it is possible to observe that this risk 
was exaggerated due in the interests of the computer industry. Currently, when information is a basic resource, the 
consequences of this kind of risk cannot be overestimated (Lipka, 2002). 
   In colloquial language, risk is associated with uncertainty. One of the first authors to make an attempt to 
distinguish risks and uncertainties was Willet, who defined risk as "the objectified uncertainty as to the occurrence 
of an undesired event. It varies with the uncertainty and not with the degree of probability." In 1901 in The 
Economic Theory of Risk Insurance Willet presented the economic theory of risk. He based the presented concept on 
the assumption of negating the randomness of the external process. Willet, as a supporter of philosophical 
determinism, claimed that risk was a measure of the level of uncertainty resulting from incomplete knowledge of the 
principles governing external processes. His theory gave rise to further discussion on risk and the interrelations 
between risk and uncertainty. Sinkey (1992) defines risk as uncertainty related to a future event or income. He 
claimed that uncertainty is reflected in unexpected changes in events (Śliwiński, 2002). Rowe (1977) claims that 
"risk is the potential for realization of unwanted negative consequences of an event."  According to Tepman (2002), 
"risk is a possibility of the occurrence of an unfavourable situation during the implementation of plans and the 
budget of an enterprise." The author emphasises that risk is a category which should be understood as the potential 
probability of the loss of resources or failure to obtain income in comparison with the variant including the rational 
use of resources at a given stage of business activities; in other words, risk is understood as the potential for 
incurring loss of resources or income lower than projected. 
   An interesting definition of uncertainty was put forward by Grzybowski, who described uncertainty as a 
characteristic inherently associated with the effect of the planned action and showing to what extent the effect is in 
doubt and to what degree it is probable. Embarking on an action the effect of which is uncertain, one takes a risk 
which results from uncertainty. Some authors claim that from the point of view of formulating expectations, 
differentiation between the two notions is pointless, as it is more important to determine the sources of uncertainty 
and risk. Most contemporary authors define uncertainty as a situation in which the future possibilities and chances 
that they will arise are unknown. The notion of risk, in turn, applies when 
 The result to be achieved in the future is unknown, but it is possible to identify past situations. 
 The probability of the occurrence of particular possibilities in the future is known (Tarczyński 2001). 
2. Kinds and categories of risk 
   Risk is considered a phenomenological variable, which makes it interesting to investigate in terms of how people 
understand the term. However, if a risk is identified with a threat, it relates mainly to the uncertainty and variability 
of the results of specific actions. Thus we have various suggestions concerning distributional risk measures, such as 
variance, semi-variance, standard deviation or variability. 
   Therefore, it is assumed that we know the probability distribution of selected important states of the environment 
with a negative impact on the value of expected results of action.  
   Risk is a function of two variables – the probability of failure and the magnitude of the loss. Probability is also a 
function of the quantity and quality of information on the economic and social and political processes (Sienkiewicz, 
2006). 
   Risk is an objective phenomenon as it involves real economic phenomena connected with the existence of a threat 
(danger) stemming from, among other things, demand fluctuations, the activity of competitors, cooperation 
conditions, and State regulatory actions. It is also a subjective phenomenon, because it results from the decision-
makers’ knowledge of economic processes. We are dealing with a risk when the results of a decision are not fully 
known. 
   In practice, to determine the risk, the following mathematical formula can be applied:  Risk = loss probability x 
loss value. 
   Objective risk is defined as the relative deviation of the actual loss from the expected one. In insurance practice, 
objective risk is not the fact of sustaining a loss itself but the acceptable error margin between the actual results and 
the assumed results. 
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   The measurement of objective risk can be carried out through descriptive statistics parameters analysing the level 
of the deviations of the actual results from the expected values, e.g. variance, standard deviation, and variation 
coefficient. The larger the analysed group, the more accurate is the measurement. The law of large numbers applies 
here. In insurance practice objective risk relates to mass threats. Objective risk refers to events of which the outcome 
cannot be predicted in any way. 
   Subjective risk is an individual assessment of the possibility of the occurrence of specific outcomes. In sources on 
the subject it is defined as uncertainty based on personal psychological conditions or spiritual mood. The 
measurement of this type of risk might be the degree of uncertainty as to the occurrence of certain losses. However, 
this is difficult to quantify. The level of subjective risk can be assessed with the use of psychological tests. The 
results of such tests are imprecise and often ambiguous. Thus, subjective risk is practically immeasurable. 
   Systematic risk relates to society as a whole. It cannot be controlled because it is caused by factors independent of 
a single individual. Risk can be associated with the action of the forces of nature. For instance, the economy of a 
given country is characterised by a specific level of risk related to its general economic situation. In principle risk 
cannot be eliminated. Its level can be influenced by a specific policy of the government, the central bank, and other 
international institutions. 
   Specific risk, as opposed to systematic risk, can be controlled. Its level depends on the individual decisions of 
consumers. Although the distinction between systematic and specific risk seems similar to the division into objective 
and subjective risk, there is a substantial difference between the two – objective and subjective risk relate to the 
characteristics or impressions of an individual, and systematic risk characterises a given population. 
   Financial risk causes losses which can be expressed in financial terms (e.g. risks related to property insurance). 
   Non-financial risk causes losses which cannot be expressed in financial terms (e.g. risks associated with some 
types of personal insurance, such as reaching a certain age, etc.) 
   Static risk (according to Vaughan) occurs regardless of time, i.e. it can hypothetically arise without economic, 
technological and civilisational progress (e.g. losses resulting from the action of the forces of nature, the natural 
ageing processes of materials and the geological environment). 
   Dynamic risk is a derivative of economic, technological and organisational changes. These are risks created by the 
changes in prices, consumer preferences, economic crises, fashion, inflation, etc. Such changes can cause financial 
losses both for an individual and an entire population. 
   Natural risk is created by nature, and also referred to as elementary risk (e.g. the risk of flood, hurricane, or other). 
   Social risk is a risk created by an individual or society (people as communities, e.g. the risk of fire related to the 
use of electricity). 
   Personal risk is a risk which causes the loss of personal rights such as life, health, the ability to work, etc. (e.g. the 
risk of disease or bodily harm). 
   Property risk is a risk classified as so-called other risk, i.e. threatening one's property rights (e.g. the risk of theft, 
fire, etc). 
   Speculative risk materialisation can lead to one of the three situations: loss, profit or neither loss nor profit. 
   For instance, a producer releases a new product onto the market and expects high profits. If the product is accepted 
by the market, the entrepreneur will gain the expected profits, but when it is not – the producer might suffer losses. 
The costs associated with the product can be equal to the income from the sales and the producer might neither gain 
profit nor incur losses. 
   Pure risk, as opposed to speculative risk, arises when the materialisation of the risk causes property loss, and the 
lack of its materialisation does not give any profits. In this type of risk there is an alternative between loss and no 
loss. 
   The division of pure risk was presented by Vaughan, who distinguished 
 personal risk associated with the loss of the possibility of earning revenue, for instance due to 
premature death, disease, disability or unemployment. 
 property risk related to one's assets, e.g. having a house is encumbered with the risk of its being 
damaged by fire, which is associated with financial loss. Vaughan distinguished two types of loss 
related to property risk: direct loss associated with the damage itself (if a house is destroyed by 
fire, its owner loses its value) and indirect loss, which is a consequence of the direct loss. The 
owner of the damaged house must provide a new residence for him/her and the family, and rebuild 
the lost asset, i.e. incur direct loss. Direct loss can be minimised by insurance. 
   Fundamental risk is of a non-personal nature. The consequences of its materialisation are losses experienced by 
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the whole of society. 
   Particular risk is of a personal nature. The materialisation of this risk often results from specific actions taken by 
an individual, but can also often occur independently. Losses resulting from the materialisation of that risk have an 
impact on an individual's behaviour (e.g. theft, arson). However, in the event of an airplane or car crash, the 
materialisation of a particular risk does not cause individual losses because it is of an independent nature. 
   Probabilistic risk is divided into a priori risk, which can be calculated using mathematical methods, and statistical 
risk, which can be computed using statistical data. 
   Estimation risk occurs in a situation when the possible quantification is encumbered with a significant error. This 
makes this type of risk similar to uncertainty, which causes it to be uninsurable. 
   Threats and uncertainty have always been part of human existence, and, in the past, this part used to be even 
greater than it is today. The risk of individuals and their families developing a disease, sustaining a premature death, 
or societies being decimated by famine and plague, was much greater in the Middle Ages than at present. Risk 
semantics is something quite different. Since the early modern period it has been associated with the growing impact 
of decisions, uncertainties and probability in the process of modernisation. It concerns future threats that we can see 
now, stemming from civilisation’s success (Beck, 2012). 
3. Crisis and critical situation  
   A crisis can be defined as a moment, a period of breakdown, a turning point, a time of economic crisis. It is 
associated with an enduring disruption of the regular and goal-oriented activities, upsetting the functional balance, 
and even with a threat to one’s existence. The basic characteristics of a crisis include the surprise factor, time 
pressure, late response, a loss of control, a danger to important functions, an increase in tension, and information 
deficit (Kopaliński 2000). 
   The concept of a crisis is very often equated to the concept of a crisis situation; however, these concepts are not 
identical and there are significance differences between them 
 A crisis is an element of a crisis situation, 
 Every crisis is a crisis situation, but not every crisis situation has an element of a crisis to it, 
 The occurrence of crisis symptoms does not have to cause changes to the core of an organisation, 
but it poses a challenge for the subjective feeling of the normality of its operation (Kossowski, 
2008). 
According to Krzakiewicz (2008), crisis situations are characterised by the following factors: 
 a threat of incurring losses and the survival of the organisation being in danger, 
 a loss of control over the ongoing events, 
 a serious, negative impact on the organisation’s resources, 
 not enough time to take necessary actions or to react, 
 the lack of credible information, i.e. the occurrence of uncertainty (Krzakiewicz, 2008). 
The severity and length of a crisis are conditional on the following factors:  
 the correlation between the number and intensity of particular events, 
 the number and force of external and internal factors influencing the organisation,  
 the intensity of the impact of particular factors on the chain of events,  
 the importance of each factor to the organisation’s operation (Grodzki, 2012) 
A crisis situation can be divided into the following stages:  
 The pre-crisis stage is a phase when no substantial threat to life and health of residents occurs and there are 
no hazards as to high-priority goals from the perspective of the operation of administrative structures. This 
stage is characterised by some symptoms of a crisis situation. The basic action to be taken within crisis 
management at this stage is the routine monitoring of the situation and collecting information.  
 The escalation phase – starts with the occurrence of the event, with factors indicating the arising of the 
crisis. Depending on the nature of the potential crisis (military, economic, social or natural), the rise of the 
threat with time can necessitate the engagement of forces and measures suitable for the particular threat. 
This stage of the crisis situation is one of the signs of the lack of the sense of security and provides 
motivation for taking specific actions. This stage is characterised by a state of increased tension and 
uncertainty. 
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 The post-crisis stage – the intensity of the crisis situation is beginning to diminish, which means that the 
situation is gradually being managed. This can mean, for instance, the withdrawal from using force or that 
the threat to the priority goals is diminishing, which does not necessarily mean that the crisis situation has 
ended or has been successfully resolved. This is a state of a growing confidence that the worst is over and 
that a stable post-crisis situation can be achieved. The major actions are directed at gaining stability. 
   The taxonomy of threats in crisis management involves the assignment of threats to specific groups, which 
characterise a given threat. From the perspective of crisis management, not all groups will be prioritised in the same 
way. While conducting a threat analysis as part of crisis management, the first step is to locate the threat by taking 


























Figure 1. Threat classification 
 
4. Summary 
   The development of an enterprise involves uncertainties and danger, but it also creates opportunities. Risk 
management primarily aims to identify threats and opportunities. The determination of the extent of impact of 
diversified risk on the enterprise is of pivotal importance (Kaczmarek, 2008) 
  Risk management can be defined as making decisions in a way that ensures the highest level of security by 
reducing the impact of anticipated factors on the functioning economic entity. Therefore, risk management focusses 
on the prevention and mitigation of losses.  
  The concept of risk management should constitute an inseparable part of an enterprise’s development strategy. 
Once drawn up, it will make it possible to plan the organisation’s performance taking into account risk factors, and 
THREAT CLASSIFICATION 
time of emergence: short, medium, long, very long, unspecified  
source of origin: natural, technical, anthropogenic  
possibility of anticipation: controlled, predictable, unpredictable  
cause determination: intentional, random, mixed, natural   
spatial extent: local, regional, national, international, global  
destructiveness: minimal, average, high, total  
area of actiity: sectoral, religious, political, universal 
generic division: events, catastrophes, disasters, cataclysms  
term of elimination: short-term, medium-term, long-term, unlimited  
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to monitor the extent of the impact of these factors on the broadly-defined financial performance and financial 
standing (Sienkiewicz, 2006). 
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